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. TpeHp — Ucnonb3oBaHne MOOUNBbHbLIX YCTPOUCTB

[TepcoHNdNLMPOBAHHLIN KOHTPOIMb
MHorokaHanbHbIN MapKETUHT

Mobile Device (MDM) n Mobile
Applications (MAM) Management

EovHasa cpena ynpasneHus

ORACLE
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. TpeHp — Ucnonb3oBaHue obnavyHbIX CEPBUCOB

ObnayHble xpaHunuwa IDs ana SaaS
ObrnayHble nopTansl 4OCTyna
AyTeHTUUKaLKNA KaK CepBUC
CamoobcnyxuBaHue rnosib3oBaTenemn
[TofIHOLUEHHblEe ayauUT N OTYETHOCTb

AFZTEET N
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4 | Copyright © 2013, Oracle and/or its affiliates. All rights reserved.



. TpeHa — Ucnonb3oBaHue coumanbHbIX IDS

[lpoLle perncTpaums n B3anMoaencTBme
Pactet pornb IdPs

[TpoTokosnbl OAuth & OpeniD

PacTteT onbIT

[loBepme Hago 3acnyXuTtb

ORACLE
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. MpoGnembl 3alWiNTbI NPUIOXKEHUN
TunnyHaa «mcxogHas NO3NLUA»

COOTBETCTBUE .

BusHec-npunoxenus |

Kak

Tpe6OBaHMﬂM’ n npyrue reteporeHHble
©e3onacHo

n3dexan WHOPMaLMOHHbIE CUCTEMbI;

 Browne BB Kak koHTponmposaTh ,'\\

ooumet [OCTYN U / \
couunanbHbIX ceTten E n peﬂ'OTB pa LLlaTb ,' L DAP \

Web-cepBuUchbIl I 5’ ’? , \

p 3 MOLLEHHUYECTBO Kak HaBecTu y; \
rononeremn, |[RRERETY | § NOpPAAOK B Y4eTHbIX il N
nonapen  |LsMosoa /7| g Kak obecneunTb 3anuncax? ]

cgo 1
:
e

peann3oBaTtb MOD,I/IC*)VIKaLI,VII/I KopnopaTuBHble Web-cepBuchbl
KOHLenuuo - n cepTdomkaumnm
BYOD? NPUITOXEHNIN? 3aWUTUTb
: . aHHbIE?
Public Zone & 1 1 'D'
_ntranet_______ d___WebTier __ _\ ______________ApplicationTier ______________
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. 3HAKOMCTBO CO cpeAcTBaMM 3aLUTbI NMPUNOXKEHUN

TexHonorn4yeckue MeToAdbl ynpaBJieHNUA PpUCKaMu ©6e3onacHoCTHU
MobunbHbii-AzeHm

BHelHue
nonb3oBaTenu
MOGUIbHBLIX

YCTPOWUCTB U
coumanbHbIX ceTei v Access t Identity Directory
Web-cepBuchi | anagemen Governance Services

Monb3oBarenu HTTP/REST
MOPTaTUBHbIX U OAuth

CTauMOHapHbIX JSM - SOAP
KOMMNbHOTEPOB

Adanmepsbi dns | | yHacnedoeaHHbIX cucmem

\Z

A=elmEnons BusHec-npunoxeHus

ucnonHeHus M Apyrve reteporeHHble
nonumuk WH(OPMaALIMOHHbIE CUCTEMDI;

> besonacHocmu} yqnnopaTBHBLIE Web-CepBUCHI

LLnro3 Onst KOHMPOIsi
docmyna nosb3oeamenelil

KopnopaTuBHble
nonb3oBaTenu
MOGUIbHBLIX
YCTPOWUCTB

—

PaspaboTtka,
XypHanupoBaHue

CepBepa 3awmTbl Web-cepBMcoOB
M opraHu3aumm AoCTyna BHELWHUX U
KOPMOpPaTUBHbIX MOOUIbHbLIX KNMUEHTOB

KoHnmeliHep N
ons 3awumsi

KOpﬂOmeUBHOlj LLnto3 ana aHanusa 3awmTa gaHHbIX
uHgpopmayuu SQL-Tpadmka CcYBA
. . . Ha ypoBHe sigpa
Public Zone & : : :
—Jdntranet ______a___WebTer __ L _____ApplicationTier _____________d____Ra@aTler____
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. UHCTpYyMeHTbI 3alinTbl Ha crnyxbe Ou3Heca
NMpumep: Oracle Access Management Mobile & Social

= [Ilnatdopma ansa 6esonacHoOCTU
MOBOUSbHBIX YCTPOMCTB

— AyteHTndmkaumnsa n SSO

— COop gaHHbIX C YCTPOWUCTB U
KOHTPOIb JOCTYMa C y4€TOM pUCKa =

— Mobile SDK
= IHTerpaumna ¢ coumnansHbiMu ID
= REST/Cloud nHTepdencel

ORACLE
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. HarnsgHas moOuUnbHOCTbL

TeKyu.wle n UCTopnyeCkme gaHHbIe no nonbIiTKamMm AO0CTyna U oueHKaM pUcCKa

R.ow EEEELT Alerts E:rl:—e %awce Device Type ﬁ!?&t 2RI Longitude |IP Address— - |Location gtjaﬂg-lesnhcahon Session Date :Eifuentication :E;Euenticaﬁon
Scare Action
6 104 ted 103 Maobile device OICSecurityApp 40.68%06 103,.37.240,35  United States, Cali... Success 6272012 4... 0 Allowe
7 103 tates 103 Maobile device OICSecurityApp 40.68906  124.240.10.37  United States, Cali... Success 6272012 4... 300 Challenge
8 102 “Medium Alerts: (1) rivatl 102 Maobile device OICSecurityApp 46.68900  10,240.37.124  Private, Private, P... Blocked 6272012 2... 1000 Blodk
9 101 csrml 101 Mobile device OICSecurityApp 40.82206 130.35.103.33  United States, Cali... Pending 6272012 2... 300 Challenge
A
AHanus3 xapakTepucTuUK YCTPOUCTB, BKNtovasa Bepcuu OS n SDK
Dashboard | Device - | | Refresh | Last Updated: 17:10:41
Data Iw‘ Organization ID |_-,M|-—_vl Range Last 30 Days -
Device - Browser or OS5
Browser os Sessions Percentage of Total Score
Gecko2010(Firefax3.6.13) WinNT 6.1 20 5.05%
Geckoz010(FirefoxE.0.1) MacOs5x 10.6 5 1.26%
KHTML[Chroma13.0.1084.52)  WinNT 5.1 1 .25%
KHTML[Safari7534.48.3) ios 9 2.27%
Mobile OIC1.0 i054.0 290 72.23% "l
Maobile OIC11.1.2.0.0 Unknown 2 51%
Mobile OIC11.1.2.0.0 0505 4.0 28 7.07%
Mobile O1C11.1.2.0.0 10808 .0:1 ° 12e% I Mobile 01€11.1.2.0.0, iOSOS 4.0 Mobile DIC11.1.2.0.0,i05055.0.1  [J] Mobile 01€11.1.2.0.0, i0SO0*
Mobile OIC11.1.2.0.0 0505 5.1.1 36 9.09%
Sample Daily - |£|
[ [+1 [ Iv]
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. Mob6unbHasa ayTeHTucmkaums

i Lagin
Username

Password

ORACLE

N 6:10 PIA
Uniiticd

adc21 10022.u3 oracl
ORACLE'

Mobile and Sccial

Google

YaHoO!,

facebook
Linked[T)
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Carrier = 5:26 PM

Additional Authentication
Required

What model was your first car?

MHoOXeCTBO BapuaHTOB 4151 YCTPOUCTB, NPUIIOXXEeHUN, KIIMEHTOB

Carricr T

._ﬁ

i Additional Authentication
Required

What is your OTP Code?




. SSO Ha ycTpoucTBe

EavHas cpeaa ana Bcex MOOUNbHLIX npunoxeHun (web & native)

11:26 PM a = 11:41 PM b arrier % 11:18 PM

Search Mobile Single Sign-On ‘ Mobile Single Sign-On
SSO Login ; SSO Account

ame  cdonley] cdonley

Applications

People

Bugs

noDooosae NEDGEEOAGDE | ==
# 8080000 = # 8080000 =

ORACLE
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. ABTOpVI3aL|,VIFI C Y4eTOM KOHTEKCTa

= [1ONUTUKU OLIEHKM |

Homer Simpson

COOEP>KMMOTO 3arnpocoB
' e
= Ha ocHoBe cTaHaapToB Al S

Alert

= [lonHbIn ayguT

Salary change not
authorized

Social Security # : s L Pean M3aL'|V|ﬂ 6e3 : oK
S B BHECEHUNA N3BMEHEHUN Current Saary +$50,000

Address1 : Evergreen Terrace

Address2 : Springfield, OR B KO|D| rl p Mn O>|<e H M I7I

Proposed Salary : $ 20,000

—
Change Salary

MacknpoBaHne gaHHbIX KoHTposb TpaH3akumnn

ORACLE
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. Oracle API Gateway

MepBas NMHUA 060POHBLI UHTErPaLUOHHbIX UHTepdencoB

HTTP/REST/SOAP/OAuth Clients

Corporate DMZ

API Attack Prevention

Fine Grained AuthZ

Throttling

Risk/Adaptive AuthN

Identity Propagation

Oracle API Gateway
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Corporate Network

=

}Oracle Access :
QU ' Management |

. 77 D
ORACLE | iy 5
Service Bus @‘ 2
| #( ). Oracle Web
f Services
*.-M Manager :
SOAP/REST and

Legacy Web Services

ORACLE




. Oracle Mobile Security Suite

3awmta MOOUNBbHbIX KOPMNOpPaTUBHbIX anﬂO)KeHMVI U OAdHHbLIX

Mobile Security ﬂﬂ Mobile Security
Container Administrative Console Active Directory g

Mail Server

Mobile
Security
AppTunnel Access Enterprise Apps
Server

lﬁl
' B Intranet Sites

Mobile [E=FESIN
Security

File

Manager

= KopnopaTtunBHble NOUTUKM BE30MacHOCTN HE MELLAOT NepCoHarIbHOMY MUCMONb30BaHMUIO
yCTpomncTBa

= 3alumTa KoprnopaTUBHOW cpedbl OT NPOHUKHOBEHUS Yrpo3 Yepe3 MoounbHbIn VPN
= Habop 3aluLeHHbIX MOOUMNBbHBIX MPUNOXEHUIA U CPEACTB KOHTENHepU3aLum

ORACLE
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OMSS

Pacwupexue IdM-
nnatdégopmbl Oracle,
obecneuynBaroLlee
0e3onacHoCTb
MOOUIbHbIX
KOpnopaTUBHbIX
AAaHHbIX U
NMPUIIOXXeHUN

B onwxanwmnx nnaHax —
NHTEerpaymsa co cpenou
pa3padboTkm MOOUNbHbIX
NPUITOXKEHUI

E Oracle Mobile Security Suite npegnaraer... | + |

Lobpo noxanoeare Andrey

ArkayHt Beog MNMomowe CrpaHa v Coobuwiectea v Kro A... v Mue Hy#Ho. ..+ Search

MpogykTel PelleHWAs 3arpyszku STORE [oggepkka OGy4eHWe [lapTHepkl

€ & http://www.oracle.comy/ru/ corporate/press/ pr-ru-march-12-2014- 2166394 -ru.htrml |4 -aP & A B~

Oracle Customers. NMPECC-PENMNS

MpuoBpeTedna

Hawn koopguHaTh

WcTopu QOracle Mobile Security Suite npeanaraet 6esonacHoe
WnsecTopam pa3BepTbiBaHUE NPUMOKEHUA M OOCTYN K AaHHBIM Ha
Oracle Corporate Citizenship MDﬁHanblx YCTPDHCTBaX

Oracle Insight .
Hoskill kKoMnnaeke peluaem 3adayu BYOD u COPE, dono/iHAA nUGLPYOLYH

AoGpo nowanesats & Oracle nnamghopmy ynpasneHus UGeHMUpUKAUUOHHEIMU JaHHEBIMU
CobITHa YHUUYUPOEaHHBIMU GYHKUUAMU 6e30MacHocmu Ona noddepHkku
MoGUNEHOCMU
I Mpecc-LueHTp
3ypHanm Oracle u Profit REDWQOD SHORES, Calif., Mockea, 12 mapra 2014 rona — Kopnopauwa Oracle npenctasuna

KOMNNeKkc npogykTos Oracle Mobile Security Suite, KOTopslil NO3BONAET OPraHU3auUnAM
ofecneynsats Ge30nacHbIil AOCTYN K KPUTUYHLIM KOPNOPATHEHLIM NPUNO¥EHUAM W
Xporonorua Oracle KOHGBWOEHUNANEHEIM AAHHEIM C MOBUMEHBIX YCTPOACTE NONL30BaTENE.

HoeocTw Oracle

OTKPLITOCT HoBbIi KOMMNEKE NPOAYKTOE B COYETAHMM C CYLULECTEYIOWMMKY pelWweHnAMK Oracle gna
YNPABNEHWA MOEHTUHWKALM OHHEIMW OAHHEIMK 1 OocTynom (ldentity and Access Management)
NpegocTaBNAET WHTETDUPOBAHHYKD NNATHOPMY, C MOMOLWBK KOTOPOA 0pPraHU3aunn MoryT
Kapwepa g Oracle YNpaBNATE GOCTYNOM KO BCEM NPUNCKEHWAM C NI0GEIX TMNOE YCTPORCTE, BKMIOYAA HACTONEHEE
MK, HoyTOYKKM M MOGUNbHLIE YCTPORCTEA.

Pexnama

LAH{OPMALNOHHBIR LEHTD ANA

FIMERTOE CerogHA 3ddiekTMBHOE YIpABNeHne MOBUNEBHEIM JOCTYNOM M HAOEXHAA 3AUMTA MOBUNEHERX
VEnyTH N0 ynpasneHie KOPNOpaTWEHEIX AaHHEIX 4NA 0praHnaaunil ABNAETCA HACYWHOR HeoGX0ONMOCTLI0, NOCKONLKY
NHLEHIHAMM COTPYOHUKN CTAHOBATCA BCe Gonee MOGMNEHBIMK. 1 KOMNAHNAM HY¥HO PEWEHWEe, KOTOpOe

Uenoofipazosane n TaK W ANA NUYHLIX YCTPOIICTE — B NOAOEpHKY COBPEMEHHLIX KOHLENUMii COPE (ycTpolicTeo

15 |

Copyright © 2013, Oracle and/or its affiliates. All rights reserved.

NUUEHINPOBAHWE
NPAHAONERMWT KOMAaHWKW, MCNONb3YETCA NepCOHANEHO COTRYOHWKOM, B TOM YHMCAE B NHUYHBIX
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. Oracle Identity Management 11g R2 PS2

Tenepb oxBaTbIBaeT MOOUILHYIO cpeany

Identity Governance Access Management

Web Single Sign-on
Access Request -g g System Management and
Approval Workflows Federation Monitoring
Automated Provisioning Social Identity Access
S i Dir r rvi
Access Certification and SOD SOA and API Security
i Integrated ESSO ,
Role Lifecycle Management 9 LDAP Storage/ Virtual/
i Token Services '
o —Privileged Account Management . L L ZZUSZRE L MetaDirectory _ _ _ _ _ _ _ _
User Management & Self Service Mobile App Access Management
Entitlement Catalogue/App Store Secure Mobile Gateway Device Store

Device and Container Management
Secure Container

ORACLE
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. PekomeHayemble cepTupmumnpoBaHHbIe® peLlueHns
6e3onacHocTtun Oracle

BHelHue
nonb3oBaTenu
MOGUIbHBLIX
YCTPOWUCTB U
coumanbHbIX ceTen

Web-cepBucbl I

Monb3oBarenu
MOPTaTUBHbIX U
CTaLMOHapHbIX
KOMMNbIOTEPOB

HTTP/REST
OAuth
JSM - SOAP

KopnopaTuBHble
nonb3oBaTenu
MOGUIbHBLIX
YCTPOWUCTB

Mobile Security
Container unu
Mobile and Social

Server Security

Modules

MHCbOpMaLIVIOHHbIe CUCTeMbl,
KopnopaTuBHbIe WEb-CepBI/ICbI

Audit Vault

: () n] Access Manager

382 I -webssoun |

z ® S " KOHTpONb JocTyna Identity Manager — y

g 'g 3 Q nonb3oBaTenewn; ynpaBneHue 3 party
gL E 8 Entitlements Server ja Al ’KU3HEHHbIM LUKITOM /Vll’.tl-,lal

8 s= e — KOHTeKCTHasi N "1 yuJeTHbIX 3anucen /' Unified

2 E I = aBTopu3aums K nonb3oBaTeneun /I_nternet
_g_ 9 @ KOMMOHEeHTaM NPUNOXeHUn Directory

S o o e NPUNOXKEeHUN

TS0 = e ———

o 3T, g Adanmepsbi dns | | yHacnedoeaHHbIX cucmem

oW

1es)| & = OEL
g s < 3 Entitlements V3HEC-MpUnoXkeHna —

T o g < n gpyrue reteporeHHblie Data Masking,
§E3

— 3=

%

Client SDK * etann — B AONOMNHUTENbHbIX cnangax
) 1 1 1
Public Zone & : : :
~Jntranet | do o Web e L e m e ARRlicatON Tier Ao RataTier
ORACLE
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W Po3Hn4Haga Toproens

noanveke S ORACLE IDM

i o OBECMNEYUBAET
POM3BOACTBEHHbIE TYM K

cepBUchl Meﬁﬁ'-l';'-l'-_l':'_l'lﬁ\';”'\" PEAIJI M3AU,V| L0

TpaHcdopmauuma EM3 H EC'

Vonymans MNP Moanepxka WHULIMATUB

rpakaaH AngUKaLm MOOUNbLHON

i npunIoNeHM cpens N BbIMOJIHEHUE

SAKOHOOATEJIbHbIX

UCTAHLNOHTIDS ObnayHble cepBuUChHI TPEEOBAHU M

O%ijq;;?/lc;aofm e B3anMoOOTHOLLEHNS C KNMEeHTaMM

Yyepe3 counaribHble CepBUCHI

ORACLE
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. Bawwu nHBecTMumMmn 6yayT HageXxHo 3alULLEHbI
HayHuTe ucnonb3oBaHue npsAMo cenyac!

Oracle Enterprise Security
= [TofIHOE M OTKPbITOE peLleHne

MpoBepeHHOEe NPY MHOFOYUCTIEHHBIX
BHEAPEHUAX

Ob6ecneynBatoLLiee HagexHyo 6e3onacHoOCTb
YaCTHbIM U NYONMYHBLIM «Obrakam»

[Mpeanararowiee cepBUC-OPUEHTUPOBAHHYIO
©e3onacHoOCTb

‘||| - ‘ HocTynHoe ansa npoBepKu

'¥) TMepsoknaccHo!

OononHutenbHaa nHdopmauus

oracle.com/identity security-orcl.blogspot.ru

ORACLE
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http://www.oracle.com/identity
http://security-orcl.blogspot.ru/
http://security-orcl.blogspot.ru/
http://security-orcl.blogspot.ru/

123317, Poccua, Mockea, lNpecHeHckas HabepexHas, 10
BawHa Ha HabepexHon, briok C
(+7495) 6411400 Andrey.Gusakov@Oracle.Com

ORACLE
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. BHeppeHue cpeactB 3awmTtbl npunoxenuun B LLOQ

Database Security — core

= Label Security — onsa 3awmTbl CTPOK Tabnuy 3a CYET NCNONb30BaHNA
COCTaBHbIX METOK N METOK 6€30NacHOCTU, perynupytowmx npaea
OOoCTyna Onga pasHbiX KaTeropmn Nonb3oBaTenien; nveercs cepr. ®CTIK

= Advanced Security — ansa 3awmTbl gaHHbix CYB/[ Ha guckax v B
apxmBax (TDE) nytem nameHeHna goopmata XxpaHeHus , a TaKkke —
n3meHeHune criocoba otobpaxeHnsa aaHHbIxX nonen CYB[ npu 3anpocax
(Data Redaction); sannanuporana cepr. ®CTIK

= Database Vault — gnsa sawmtel 06bekToB CYB/[ 1 pasrpaHunyeHms
OO0CTyna K HAM Ha OCHOBE MOSIUTUK; obecnevnBaeT nsonaumio busHec-
OaHHbIX oT agmMmuHuctpartopa CYB[; uveercs cepr. dCTIK

ORACLE
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. BHeppeHue cpeactB 3awmTtbl npunoxenuun B LLOQ

Database Security — firewall, audit & masking

= Audit Vault and Database Firewall — onsi BbICOKONpon3BoaAnUTESNbHOIO
MOHUTOPUHra SQL-Tpaduka n peanusaunm nOSIMTUK KOHTPONS
gocTtyna; obecrneymBaeT 3aWwnTy oT SQL-UHBbEKUNIM N KOHCOoNUaauuto
OaHHbIX ayauTa (6a3bl AaHHbIX, KaTaroru, onepayuoHHbIE CUCTEMBI,
MnoJib30BaTesibCKNe CbaVIJ'IbI); reTeporeHHoe pelueHue; 3annaHposaHa cept. PCTIK

= Oracle Enterprise Manager Data Masking Pack — ons cosganug
TeCcToBbIX 6a3 AaHHbIX 3agaHHOro obbema, Ncnosnb3yemblX OIS
pa3paboTKn/TeCcTUpoBaHUS MPUNOXEHUN, MYTEM 3aMeHbI
KOH(puAeHUManbHbIX AaHHbLIX TECTOBbLIMU 3HAYEHUAMWN C COXPaHEHNEM
TUNa gaHHbIX U IOrMyeckoun CTPYKTYypbl B B LLEeNoM; reteporentoe peluenne

ORACLE
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. BHeppeHue cpeactB 3awmTtbl npunoxenuun B LLOQ

Database Security Ha pooBepeHHOM onepauyuoHHON CUCTEME

= Cpeactea 3awmtel CYB[] Oracle (Hanpumep, DB Vault) moxeT 6bITb
ncnosnb3oBaHbl Ans 3awmTtbl MNOH 1-ro n 2-ro TMINOB, eCnn YCTaHOBUTbL UX Ha
onepaunoHHyto cuctemy Oracle Enterprise Linux, KoTopasi B COOTBETCTBUN C
ceptudpukatom Ne3095 cpokom gencteusa oo 13 despansa 2017 .
COOTBETCTBYET TpeboBaHMAM pyKkoBOAALLMX AOKYMEHTOB «CpeacTtea
BbIYNCITNTENTBHOW TEXHUKU. 3awimMTa OT HeCaHKLUMOHMPOBAHHOIO 4OCTyna K
nHdopmauum. lNokasatenn 3awmLLEHHOCTN OT HECAHKLMOHMPOBAHHOIO
goctyna K nHpopmaumm» (Frocrtexkommceusa Pocecun, 1992) - no 3 knaccy
3alLULLEHHOCTN U «3alumTa OT HECAHKLMOHMPOBAHHOIO AOCTyna K
nHpopmaumun. Yacte 1. lNporpammHoe obecnevyeHmne cpeacTs 3aWmThl
nHpopmaumun. Knaccmdukaums no ypoBHIO KOHTPOMSA OTCYTCTBUA
HeZeKnapmpoBaHHbIX BO3MOXHOCTeN» (IocTtexkomuceus Poccunn, 1999) - no 2

e Sracie
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. BHeapeHune cpeacts 3awnTtbl npunoxenuun B LLO[A

ldentity Governance

= ObecnevnBaeT KOHcoNMaaunto NAEHTUMUKALMOHHBIX AaHHbIX U
aBTOMaTU3NPOBaHHOE ynpasrieHne Ux XU3HEHHbIM LNKIOM —
3aBefeHne, UIBMEHEHME npasB 4oCcTyna, caMmoodbcnyXnsaHue
(Hanpumep, cCMeHy naponen n popmmpoBaHmne 3asiBOK), KOHTPOJSIb
N3MEHEHUIN NPUBUIIETNN B NOOKITIOYEHHBIX CUCTEMAX, BNOKMpOBaHKE,
yaaneHne, ICTOPUYECKYHO OTYETHOCTb, JOKYMEHTOODOOPOT MO
cornacoBaHuo 3asBOK, COOTBETCTBME 3aKoHOA4ATENbHBIM HOpMaM
(O| M); nmeetcs cept. PCTIK ¢ koHTponem HB

= ObOecneymBaeT ynpaBneHne XN3HeHHbIM LIMKITOM porien, nx
OoNTUMM3ALMIO N cornacoBaHue, a Takke — KOHTPOMb onepauuin,

OCYLLEeCTBNAeMbIX OT UMeHu cynepnosb3oBaTtenen (OIA&OPAM)

24 | Copyright © 2013, Oracle and/or its affiliates. All rights reserved.



. BHeppeHue cpeactB 3awmTtbl npunoxenuun B LLOQ

Directory Services & Access Management

= Obecne4ymBaloT cTaHgapTU3aLUuo bopmMaToB XpaHEHUSA U 0OpPabOoTKK
NOEHTUADOUNKALUMOHHBIX JaHHbIX N UX CUHXPOHU3ALNIO C MOMOLLIbIO
cO30aHus BbICOKOMPOM3BOAUTESNbHbIX peanbHbIX U BUPTYanbHbIX
LDAP-kaTtanoros (ODS)

= ObecneunBaet ayteHTUPUKaumnto, WebSSO, aBTopmsauuto K
3anpalumBaemMbiM pecypcam, ayauT 3anpocos, nepenady npunoXeHnam
METOK ayTEeHTUPUKaLKN, KOHTPOMb CECCUN U TaUMayTOB,
nepeHanpasfieHMe Ha cepBUC caMoobCnyXMBaHNS O
cMeHbl/BoccTaHoBreHns naposns (OAM); umeetcs cepr. ®CTIK ¢ konTtponem H/B

ORACLE
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. BHeppeHue cpeactB 3awmTtbl npunoxenuun B LLOQ

Access Management

= Obecne4vnBaloT pacnpeneneHHyo KOHTEKCTHYO aBTOpU3aLnto K
cepBucam, obbektam npunoxeHnn n CYb/[] Ha ocHoBe
LEeHTPpannM3oBaHHO 3agaBaeMblX NOSINTUK N NOMYYEHNE OTCYTCTBYIOLLMX

B 3anpoce aTpnbyToB 13 BHELLUHUX UCTOYHUKOB (OES); naer cepr. ©CT3K ¢
KoHTponem HB

= ObecneymBaeT NPOTMBOOENCTBME MOLLEHHNYECKUM OENCTBUSIM,
BbISIBNSIEMbIM B peanbHOM MacLuTabe BpeMeHU 3a CHET KOMMIEKCHOIo
aHanuM3a noBeaeHusa norb3oBaTenen u B3anmMoaencTBmst C HUMM No
HEeCKONbKMM KaHanam gaHHbix (e-mail, SMS, 4aT 1 1.n.);
npenocTaBnAeT KOHCOMM ANnga aHanusa MHUMOEHTOB U aHanuUTUKy angd
nx paccnegposaHus (OAAM)

ORACLE
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. BHeppeHue cpeactB 3awmTtbl npunoxenuun B LLOQ

Web Services Security & Access Management

= ObecneunBaloT NpuMeHeHne NonnTUK goctyna Kk Web-cepBucam Ha
nepumetpe (APl Gateway) n BHyTpu ero (Web Services Security);
peanuasyeT 3allUuTy OT TaknX BHELLHUX Yrpo3, Kak nogmMeHa
coaepxumoro, supycel, DD0oS, XML-6omb6bl, SQL nHbekumn,
MeXXcanToBble CKpUNTLI, Beaywmne K HegoCTynHOCTN CEPBUCOB,
pacKpbITUO KOHdMAEHUMaNnbHON NHpopmMauuu, yuepby Ha CTOpoHe
KIMMeHTa

= IHTerpupyeTcsa ¢ cuctemMoun onpeaeneHnst nonmMTuk Access
Management, npeobpasyet REST B SOAP n obpatHo Ha nety

ORACLE
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Hacrosumii  ceprudukar yaoctoeepser, uto mporpammuoe obecrneuenne Oracle Identity
Access Management Suite 11g (maprust u3 200 (IBYXCOT) SK3EMIUIAPOB MPOOYKIMH C CEPUHHBIMH
NeNe ¢ 0001 no 0200, mapkupoBaHHbiX 3Hakamu cooterctsus ¢ Ne I' 617000 mo Ne T 617199)
npouszsonctea komnanuu Oracle, Inc. siBAfeTcs NpOrpaMMHBIM CPEACTBOM 3alUThl MH(pOPMALMHK,
obecneurBalOlIMM pasrpaHHyuCHHe A0CTYNa K HH(OPMALMH, He CoaepiKallel CBefeHH s, COCTaBsIOLIHe
rocyJapcTBEHHYIO TalHy, COOTBETCTBYeT TPeOOBaHHAM PYKOBOASIUETO [OKyMEHTa «3aiura ot
HecaHKLMOHMpoBaHHOro gocTyna K uH(opmaumu. Yacte 1. Tlporpammuoe obecnedenue Ccpeicrs
samuTel  uHdopmanuy. Knaccudukauus MO YPOBHIO KOHTPONS OTCYTCTBHA HENCKIApPHMPOBAHHBIX
BosmoskHOCTe» (IocTexkomuccusa Poccun, 1999) - no 4 ypoBHIO KOHTPOJIA M TEXHHUYECKHX YCIOBHH
TV-5014-002-52384799-2007.



