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1. O6wme cBepeHus

HacToawmm OKyMEHT ONUCBIBAET peLueHmne koMrnaHum «fetmobmnt» GM Smart System ons
nocTpoeHms nnatdopMbl YHUDULMPOBAHHONO pPaboyero NpOCTPaHCTBaA B KOHLEMNUUM
Smart Workspace (panee Cuctema) pna COTPYAHMKOB denepanbHbiX OpraHoB
ncnonHutenobHom Bnactk, @Oryr, MYMN, npeanpuatuin OIlK, rocypapcTBEHHbIX
Koprnopauuin, NpeanpuaTmnii Manoro n cpegHero 6usHeca n gpyrux. JJoOkyMeHT onucbiBaeT
KOHUEMUMIO U apxuTekTypy Cucrtembl, a Takke €€ OCHOBHble (yHKLMOHAIbHO-
TEXHUYECKNE XAPaAKTEPUCTUKU, CPEACTBa UHTErpauum kak BHyTpn CUCTEMBI, TaKk N CO
CMEXHbIMN MHPOPMALIMOHHBIMU CUCTEMAMM U CEPBUCAMM.

KniouyeBon 3apaden a9BngeTcs NOCTPOEHUE MMOKOM M afanTUBHOWM KOMMYHUKALMOHHOM
cpenbl, obecnevmnBaioLen yoobcTBo paboTbl KOHEYHbIX MOSb30OBaTENEN, B TOM YuCre B
PasNNYHbIX KOHTYpax MHPOPMALMOHHOro OOMeHa, OnepPauUUoOHHYD 3OEDEKTUBHOCTL MU
3KOHOMUIO Ha BnageHun. PeweHne GM Smart System MakCMManbHO yHUBEpPCaNibHO U
MO3BOJISIET Y4YECTb OTPAC/EBYIO CreUNPUKY U TEXHUYECKME OCOBEHHOCTU 3KCMlyaTauum
B LULMPOKOM Anarna3oHe BapUaHTOB MPUMEHEHUS.

2.Ha3sHayeHne wn uenun co3paHua CucrteMbl Ha 6ase
nnatdopmbl GM Smart System

Mnatdopma GM Smart System npepgHa3sHadeHa pgng obecnedyeHus p[ocTtyna K
MHPOPMALIMOHHBIM CUCTEMAM 3aka3yuka — pecypcaM MpuKnagHbiX MHOOPMALMOHHbIX
CUCTEM C BbIMNOSIHEHMEM BCEX HEOOXOAMMbIX TPeOOBaHUM MO ObecrnevYeHnIo Mep
MHPOPMaALIMOHHOM BE30MacCHOCTU U TPEBOBAHUI NO 3aLMTE MHPOPMaLIMK, B TOM YUCSE, B
rocynapCTBEHHbIX MHPOPMALMOHHbBIX CUCTEMAX.

Llenamu BbinonHeHus pa60T no BHepEeHUIO CucteMbl 9BNaOTCSA:

1. CHMXeHMe OnepauroHHbIX WU3OEpPXeK Mpu 3KCcnayatauymm paboumx MecT
COTPYLOHWKOB;

2. MNOBbILWEHME YPOBHHA 3aLMLEHHOCTM MHOPpMauuK, obpabaTbiBaeMon Ha
ABTOMATM3UNPOBaAHHbIX Pabo4Ynx MecTax COTPYOHUKOB OpraHm3auum;

3. COXpaHeHMe WMHBEeCTMUMA KaK B 4YaCTU OKOHEYHOro mMosib30BaTENbCKOrO
obopypnoBaHusa (ToHkmne knunenTol Dell, HP n T.4. ¢ conyTtcTteylowen nepudepuen),
TaKk U B 4Yactn unHopacTpykTypHbix cepsucoB — VDI Citrix, VMWare, Microsoft,
cnyxo6sbl kaTanoros MS Active Directory n 1.4;
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OCYLLECTB/IEHME MUrpauun MHOPPACTPYKTYPHbLIX CEPBUCOB Ha afibTEPHATUBHbIE
peLleHns POCCUNCKUX MpousBoguTenein 6e3 CyLeCTBEHHONO BMELLATENbCTBA B
GU3HeCc-NpoLLEeCcChbl agMUHUCTPUPOBAHUA Pabounx MECT NOJIb30BaTeENEN

3KOHOMMS Ha 3aTpaTtax, CBA3aHHbIX C 3KCM/lyaTaumMen n TEXHUYECKOW NoaaePKKOM
MHOPACTPYKTYPbI;

CHUXEHNE PUCKOB NOTEPMU OaHHbIX M3-3a COOEB B paboTe COTPYOHWUKOB;
yHUdUKaumsa nonb3oBaTenbckon paboyen cpepbl (egnHoobpasmne OC, MO wu
HacTpPOEeK Ha paboynx MecTax COTPYLHUKOB).

3apayn, pewaemble Npu BbiMOMHEHUN PaboT Mo BHegpeHuto CUcTeMmsl:

1.

obecneyeHme LeHTPanM30oBaHHOIrO ynpasneHus paboyrMmm MmectaMm COTPYyAHUKOB
opraHusaumu;

LeHTpanusaums yrnpasneHus N KOHTPOb JOCTyMNa K MHOOPMaLMOHHbBIM pecypcam
M cepBuUcCam;

obecneyveHme 6e30nacHOCTN MHbOPMaLMK, LUPKyupytoLwein B MUHGOPMaLMOHHBIX
CUCTEMaxX OpraHm3auum;

[OCTYN COTPYAHUKOB K MHOPACTPYKTYPE BUPTYaSbHbIX PabO4YmX CTOSOB;
noanepxka 6eCLLOBHOM MHTErpaLnm B CYLLLECTBYIOLLYIO MHOPACTPYKTYPY C YHETOM
OCOBEHHOCTEN apPXUTEKTYPbl CUCTEM, WCMOSb3yEMbIX PELUEHUA Pa3NNYHbIX
BEHAO0POB, TPeOOBaHUM K 3KCMTyaTaunu U NOSb30BaTENbCKOro OMbITa;
opraHmsaums YHUPUUNPOBAHHbBIX MHOMOMYHKLUMNOHAMNbHbIX Paboynx NpPOCTPaHCTB
AN COTPYAHMKOB C Y4eTOM KOPMOpaTUBHbIX TpeboBaHWi MHPOPMaALMOHHOM
6e3onacHoCcTM n ocobeHHocTen UT-nHdppacTpyKkTypbl C 4OCTYMNOM K ayamo 1 BUOeO
CcBA3M 6e3 co3aaHus AoMoSIHUTENbHOM Harpy3ku Ha cpeny VDI npu pacwupenun
rnapkKa nonb30BaTENbCKOro 06opy[oBaHUSa YHUBEPCANbHbIMM OOK-CTaHUmMaMu GM-
Box;

obecrneyeHme ObICTPOM peakuum CUCTeMbl Ha CcOoM B MNOOKIIOHEHUU K
KOprnopaTUBHOM WHOPACTPYKTYype 3a CYeT aBTOMAaTU3MPOBAHHOM CUCTEMBI
aucneTtyepusauumn,

ynpoLLeHue NpoLeccoB pa3BepTbiBaHUS U HACTPOUKM pabovmx MeCcT COTPYOHUKOB
opraHusaumn.

3. OyHKUMKN, peanmnsyeMble CUCTEMOM

GM Smart System obecneudnBaeT peanunsaumio cnenyowmnx GyHKLMI:

1.

2.

npenocTaBneHMe Monb3oBaTenaM OOCTyrna K CEpPBUCAM BUPTYasbHbIX pabo4mx
ctonoB (VDI) OCHOBHbIX OTEYECTBEHHbIX 1 3apyOEXHbIX MPOU3BOANTENEN;
npenocTaBrieHMe Nonb3oBaTeNaM AOCTyNa K Be6-cepBucam;
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3. npepocTaBneHMe nosnb3oBaTeNnaM p[ocTtyna K cepsBucam VolP-tenedoHunm ¢
MCnosib3oBaHMEM npoTtokona SIP;

4. npepocTaBrieHWE NONb30BaTENAM AOCTYMNa K CEPBUCAM BUAEO-KOHPEPEHL,-CBSA3U C
Mcnosib3oBaHneM npoTtokona SIP mnu wTaTtHeIMKM CpencTtBamMmu B BUPTYasbHOM
MaLLWHE NOJib30BaTenNs;

5. npepocTaBfieHMe BO3MOXHOCTU UCMOSb30BaHMS Pa3sIMYHbIX CMOCOBOB N CPEeacTB
3aWwmTbl MHPOpMaUMM, B TOM 4YUCNe U KpUNTOrpaduyeckmx, OT Pa3nNYHbIX
BEHOOPOB;

6. npepocTaBneHne agMUHUCTPATOPaM CUCTEMbI BO3SMOXHOCTU LLEHTPaNIM30BaHHOIO
ynpaBrieHus Nonb30BaTENIbCKUM obopynoBaHueM, BKJIOYas 3arpysky
cepTudmkaToB, KOHPUrypaumoHHbIX dannoB VDI KNMeHToB, co3gaHne pa3oBbiX U
MOBTOPSIOWMXCSH 3af0aHUN Ong OTAENbHbIX YrpaBnseMblX YCTPOMUCTB WU Fpynn
ynpaBnsgeMbIX YCTPOWCTB;

7. npepocTtaBneHue agMUHUCTpaToOpaMm BO3MOXHOCTU LLEeHTPasnIM30BaHHOIr o
ynpaBfieHUs NoanTUKamMm ncnonb3oBaHmnsa USB nopToB ynpaBnsgeMbiX yCTPOMNCTB;

8. npepoctaBneHue aAMUHUCTPaToOpam BO3MOXXHOCTU MPUHYONTENBHOIO
npekpaLLeHuns ceccum Nonb3oBaTenen;

9. npepocTaBneHne agMUHUCTPATOPaM CUCTEMbI BO3SMOXHOCTU LLEHTPaNIM30BaHHOIO
ynpasneHus Y4€THbIMU AAaHHBIMU U MPOPUNIGMU NOSb30BaTENEN;

10.npepocraBneHne agMMHUCTPATOPAM CUCTEMbI BO3MOXHOCTU LLEHTParIM30BaHHOIO
MOHUTOPUHIA COCTOSAHMS MOJSIb30BaTENbCKOrO O60pPYA0OBaAHMS;

11.npepocTaBneHme agMUHUCTPATOPaM CUCTEMbI BO3SMOXHOCTU LLEHTPaSIM30BaHHOIO
OOHOBNEHUA CUCTEMHOIrO MPOrpaMMHOro obecneyeHus Mosb30BaTENbCKOrO
obopynoBaHUS;

12.npepocTaBneHme agMUHUCTPATOPaM CUCTEMbI BO3SMOXHOCTU LLEHTPaSIM30BaHHOIO
OOHOBNEHUA MPUKIAAHOIO MPOrpPaMMHOro obecneyeHus MNoNb30BaTENbCKOro
obopynoBaHus;

13.npepocrasneHne nonb3oBaTeNIM BO3MOXHOCTU MOOYEPEQHOrO MUCMOMb30BaHUSA
OOHOro 3K3eMngpa 060pyaOBaHUS Pa3HbIMM COTPYLOHUKaMy;

14.npepocTaBneHMe  BO3MOXHOCTW  WUCMOSMb30OBaHUSA  YCTPOUCTB  CTOPOHHUX
MPOU3BOAUTESIEN B KAYECTBE TOHKMX KITMEHTOB B €0MHON MHPpPaCTpykType APM.

4.MpPUMEHNMOCTb CUCTEMbI Ha OOBbEKTaX aBTOMaTU3aLUK

Cuctema GM Smart System MoOXeT NMpUMEHSTbCA AN CO34aHUS aBTOMAaTU3UPOBAHHBIX
pabounx mect (APM) coTpyaHukoB ¢enepasibHbiX OpraHOB UCMOSHUTENbHOM BfacTH,
dryn, MYN, npegnpuatuim ONK v gpyrmux opraHnsaunm, B T.4. KOMMEPYECKUX.
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OnTuManbHOE MCNOJSIb30BaHMUE BO3MOXHOCTENM CUCTEMbl OOCTUraeTcs Ha ObbekTax
aBTOMaTmM3aumKn, OCHaWEHHbIX (OcHawaemblix) cpepamm VDI, IP (SIP) TenedoHuen,
pa3BuTbiMmn Beb-cepBncamm n CK3M ona opraHmnsaumm yganéHHoro gocrtyna K paboden
cpegne.

NMpuMeHeHne yHuBepcanbHoM pAok-cTaHumnm GM-Box B coctaBe GM Smart System
BO3MOXHO [N CO34aHUS CUCTEMbl MHPOPMALMOHHOM ©6e30MacHOCTU  3alULLEHHbIX
nHpopMaumoHHbix cucteM (F'MC, KU, UC MNOH), NOCTPOEHHbIX MO apXUTEKTYPE «KITUEHT-
cepBep» C npuMeHeHueM TexHonorum VDI, ¢ ycnoBmeM nepeHoca Bcex HEOOXOOMMbIX
MEXaHU3MOB 0e30MacHOCTU Ha YyCTaHaBnMBaemble Ha cepBepbl AUNC BHewHne
MOACUCTEMBI.

B ToM uncne Bo3MoxHO npuMmeHeHne GM Smart System:

o Ha obbeKTax aBTOMaTM3auUun ¢ obecneyeHneM ocTtyna K MHPOPMaLMOHHbBIM
cuctemMaM, B TOM  4yuciie M 3aWMuleHHbIM  MHOOPMAUMOHHBIM  CUCTEMAM,
obpabaTtbiBaloWMX UMHPOPMALMIO, HE COAEPXKALLYKO CBEOEHMIW, COCTaBSAOLLMX
roCyfapCTBEHHYIO TanHy;

° Ha OKWUWU nepBom kaTteropuy;

. B N'MC nepBoro knacca 3awmuéEHHOCTY;

o B ACY (TIN) nepBoro knacca 3awmuéHHOCTH;
o B UCIMOH nepBoro ypoBHS 3alLUULLEHHOCTY;
o B NC obLero nonb3oBaHUSA BTOPOroO kacca.

5.GM Smart System

EnviHas poBepeHHasa uudposas nnatdopma GM SMART SYSTEM npepHasHadeHa aong
MOCTPOEHUS YHUDULMPOBAHHOIO KOMMYHUKALMOHHOIO paboyero npocTpaHcTBa C
LLEeHTPaNIM30BaHHOMW CUCTEMOMN YMNPaBNEHUS KOHEYHbIMU YCTPOMCTBAMU U OOCTYNOM
nonb3oBaTenen K KOprnopaTnBHbIM MHGOPMALIMOHHO-BBLIYNCIIUTENBHBIM pecypcam.

LUndposaa nnatdopma GM SMART SYSTEM coctonTt ma:

— CUCTEeMbl LEeHTpanmM3oBaHHOro ynpasneHus n MoHmtopuHra GM WORKSPACE
FACTORY

— YHMBEpCanbHbiX AOOK-CTaHuun GM-Box CcO BCTPOEHHbIM MPOrPaMMHbLIM
obecneyeHmem GM CORE KIT (ycTpoWcTBO KJ/IMEHTCKOrO [MQOCTyna K
MHPOPMaALIMOHHBLIM pecypcaM 1 CEPBUCAM KOMMaHUW);

— onumoHanbHoro cepsuca Global Discovery Service (GDS), obecneumnBaioLmin
aBTOMATM3NPOBaAHHYIO UMHUUManm3aumio GM-Box pagna nogknoyeHums K
MHOPACTPYKTYpPE 3aKa3umka,
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— MobunbHoro npunoxeHus GM Mobile Assistant, npepHa3sHayeHHOro pnns
obecneyeHms BO3MOXHOCTU MCMNONb30BaHUA CMapTdOHA Kak CpencTBa
ayTeHTnduKauun.

B coctaB GM WORKSPACE FACTORY BxogqaT cnepytowme KOMMOHEHTbI:

cepBep ynpasneHus (FACTORY SERVER) c cepBucaMm JfOrMpoBaHus u
MOHUTOPUHIa;

BEO-KOHCO/b;

areHT, npepyctaHosrieHHbIn B GM CORE KIT n GM FACTORY 3rd PARTY KIT;

SD App-nipunoxeHuss (Smart Desktop Application) ycTtaHaBnMBaeMble Ha

yrpaBnseMble yCTPOMCTBA.
Moa KNMEeHTCKUMU yCTPOMCTBaMU B cocTase nnatdopmbl GM Smart System noHumaroTcs:

— YHuBepcanbHble AoK-cTaHuum GM-Box;

— coBMecTuMble ycTponcTtBa — K, HOyTOYKOB, TOHKUX KJIMEHTOB — CTOPOHHUX
npousBoauTenen, C YCTAHOB/EHHbIM MPOrpaMMHbIM obecneyeHnem GM
FACTORY 3rd PARTY KIT (ycTpOWCTBO KJIMEHTCKOro pAocTyma K
MHPOPMALIMOHHBIM pPecypcaM 1 CEPBUCAM KOMMaHUK).

BcTtpoeHHoe nporpammHoe obecnedyeHne GM CORE KIT n GM FACTORY 3rd PARTY KIT
obecneymBaeT KOPPEKTHOE  PYHKLUMOHMPOBAHME adanTUPOBAaHHOINO CTOPOHHErO
MPOrpaMMHOro obecnevyeHuss Ha KIMEHTCKUX YCTPOMCTBAxX U BbIMOMHAET cnepytouine

dyHKUMN:

— obecnevyeHne [oOCTyrna Mosnb3oBaTeENEN K CEPBUCAM BUPTYasbHbIX Paboymx
ctaHumi (Virtual Desktop Infrastructure), BbINONMHEHME PONN TOHKOIO KITIMEHTA;

— obecneyeHme p[ocCcTyna nonb3oBaTenem K CepBUCaM  YHUPULMPOBAHHbIX
KOMMyHUKauuin: MynbtuMegua, VolP-tenedoHun, Bugeocepsucam (ong
ycTpoicTte GM-Box);

— obecneyeHne JoOCTyMna Nonb3oBaTesien K Beb-cepBucam;

— npepocTaBfieHNe agMUHUCTPATOPaM  BO3MOXHOCTU  LLEHTPasiM3OBaHHOIO
ynpaBfieHNUs YCTPOMCTBA KJIMEHTCKOrO A[AO0CTyna, YYETHbIMU AOaHHbBIMU U
npodunamMu nonb3oBaTenen;

— npepocTaBfieHMe  agMUHUCTPATOPaM  BO3MOXHOCTU  LIEHTPasM30BaHHOIO
MOHUTOPUHIra COCTOAHUSA YCTPOMCTB KJIMEHTCKOro JOCTyna.

CTpyKTypHasi CXeMa OpraHusauMm epuHor [OBEpeHHOM paboyer cpepnpbl
npvBeaeHa Ha cnefyioLLen CXeme:
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GM SMART SYSTEM
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CTpyKTypHasi cxeMa opraHmsauum eguHon LOBEPEHHOM paboyei cpeabl
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5.1. TwvnoBasa cxeMa MHPOPMALMOHHOW CUCTEMDI

TunoBas cxeMa MHPOPMALMOHHON CUCTEMbI MPEACTaBEHA HAa PUCYHKE HUXKE:

KopnopatueHas nHppacTpykTypa :rDMZ h
J— [T , :
. 1
: Y v : -5
VDI n YHuduumposaHHbie : -
: TepMUHanbHbIe KOMMYHWMKaLMM Lommmmmmmmmmnes 1 | |
: cepeepb! - :
: VolP y 1
: e -
: . e '
1 =
Cnyx6a kaTanoros m ) YAan€nHas
| aBTOMaTuueckas
(LDAP/MS AD) | MHULManu3aLms
1 (zero-deploy)
1
L
I
0
&

EMASHTMQ}MKaLI,Mﬂ " coefvHeHne
\ayTeHTudmKauma

A

E -
i - | TLS/VPN wnio3 |-,
: TLS/VPN

A

CTopoHHuMe
ycTpouncTea

Ynpasnenue n
VHTEerpaums

CyuwiecTsyioLas YcTponcTea CTOPOHHUX
MHPpPaCTPyKTypa npounssoauTenen

Turosas cxema MHPOPMALNOHHON CUCTEMBI

TunoBas MHPOPMALMOHHAA CUCTEMA BKJIIOYaET:

e [logcucteMy ynpaBneHns MHPPACTPYKTypon padtounx Mect GM Smart System B

cocTaBe:
o Cepsep ynpasneHus GM Workspace Factory
o KnueHntckme yctponmctBa - GM-Box wm ycTponcTtBa  CTOPOHHMX

npoussoautenen (c yctaHosneHHsiM GM 3RD PARTY KIT)

e [logcucteMy BUpPTYasbHbIX Pabovnx MeCT B COCTaBe:

o Cpepa BupTyanusaumm

o Cpepna VDI

o TepMuUHanbHblE cEpBEpSI
e [lpuknagHble MOACUCTEMBI, BKJIOYAs BEO-CEPBUCHI N CEPBEPLI MPUNOXEHNN
e [lopcucteMy KOMMyHUKaUWUN:

o CeTeBble cepBUChI

o VolP
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o BKCwnUC
e [lopcucteMy MHPOPMALMOHHOM 6E30MAaCHOCTU:
o CpepncrtBa MexceTeBoro skpaHupoBaHusa, COB 1 CK3U
o AHTUBUPYCHYIO 3aLLUTY
o CpepncrtBa KOHTPONSA N MOHUTOPUHIa
o CpepncTtBa ngeHtTndmkaumm, aytTeHTndmnkaumm n ynpasneHus gocTyrnom

5.2. ®OyHKUMOHaNbHbIE U TEXHNYECKNE XapPaKTEPUCTUKU

1.1.1. YHuBepcanbHasa Jok-CtaHuua GM-Box G1

YHuBepcanbHaa gok-ctaHuua GM-Box G1 BbinyckaeTcs B AByx mogmobukauuax: GM-Box
Base n GM-Box DUO.

Mogudukauma GM-Box Base ocHoBaHa Ha 6a3e OOHOMO BbIYUCIIUTENBHOrO MOAYNSA MU
npepHasHadvyeHa ons paboTbl B O4HOKOHTYPHOWM ceTeBOM MHDPACTPYKTYpE.

Mogudukauma GM-Box DUO npepHa3sHayeHa onsg paboTbl B OBYXKOHTYPHOW CeTeBOM
MHOPACTPYKTYpe C WCMOSb30BaHMEM OOHOrO (PU3NYECKOro YCTPOWCTBa 3a CYET
obbegMHEeHMs B paMKax OOHOro YCTPOMCTBA BO3MOXHOCTEM [OBYX HE3aBUCUMbIX
BblYMCINTENbHbIX Moaynen n KVM-nepeknioyaTtens.

YcTtpowncTtea Mmogmndukaumm BASE obnagaloT cnenyiowmMm XapakTepPUCTUKAMK:

— apxXuTeKkTypa npoueccopa — x86;

— 4 PU3NYECKMX BbIMUCINTENBHBIX 9AP3;

— 4 notoka;

— 6GaszoBagyactota-1,11Tu, no 2,2 Mu;

— onepaTtmBHaa NamaTb — 4 I6G;

— 3HeproHesaBucmMas NamaTtb — 16 6;

— 1 pa3bém HDMI (Bepcus 1.4b);

— 1 pa3bém DisplayPort (Bepcus 1.2);

— BCTPOEHHbIN LBETHOMN MOHUTOP C pa3pelueHuem 1280 x 720 nukcenen;

— BCTpPOEHHas uBeTHasa Buaeokamepa ¢ paspewueHunem 1280 x 720 nukcenen.
— Hanunuue TenedoHHOM TPYOBKU CO BCTPOEHHBLIM MUKPOPOHOM 1 OUHAMUKOM;
— pasbeM ong nogknoyeHuns TenepoHHOW Tpyoky;

— KONMNYEeCTBO BCTPOEHHbIX AVUHAMUKOB — 2, KaXXObli MOLLHOCTbIO HE MeHee 2 BT;
— KONNYEeCTBO BCTPOEHHbLIX MUKPOPOHOB — 2;

— 1ayavopasbém 3.5 MM C nogaepxkom MUKPOPOHHOIrO BXOA3;

— 1 pa3bém Ethernet 10/100/1000 MéuT/c;
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— WIFi (802.11n/ac) Moaynb Ansg oTAeNbHbIX MCMONMHEHWN;

— NFC, Qi n RFI Mogynu gns oTaenbHbIX MCMONMHEHWUIA;

— AINMA3 cobonb ang oTaenbHbIX MCNONMHEHWUIA;

— 5 pa3wémos USB 2.0;

— 3 pa3béma USB 3.0;

— noaaepxka BHeLlHux nepexongHukoB ¢ USB Ha COM/LPT (cnncok coBMeCTUMbIX
YCTPOMCTB NPEeAOoCTaBnaeTCs rno 3arnpocy);

— nopnep)ka naccmBHbIX nepexogHnkoB ¢ HDMI Ha DVI (cnncok coBMeCTUMBbIX
YCTPOWCTB NpefoCTaBnSAeTCs Mo 3anpocy);

— noaaepXka akTUBHbIX nepexoaHukoB ¢ HDMI/DP Ha VGA (cnncok COBMECTUMbIX
YCTPOWCTB NPEeAOoCTaBnaeTCs Nno 3arnpocy).

YcTpowncTtea mogmndukaumm DUO obnagaioT cnenyiowmMm XapakTepUCcTUKaMu:

— apXuTekTypa npoueccopa — x86 Ha OCHOBHOM U gononHUTensHoM BM;
— 4 Pn3nYecKnx BblMNCUTENbHBIX SApa Ang ocHoBHoOro BM, 2 ¢usmnyeckmnx agpa
09 gononHuTenbHoro BM;
— 6GaszoBagyactota-1,11Tu, no 2,2 Mwy;
— onepaTMBHasa NamMsaTb OCHOBHOro BM - 4 I'b;
— onepaTMBHasa NamMsATb oNosHUTENbHOro BM - 4 I'b;
— 3HeproHesaBucMMag NamMaTb OCHOBHOro BM — 32 I'b;
— 3HeproHesaBucMMag NamMaTb gononHuTenoHoro BM — 32 I'b;
— BcTpoeHHbIn NMAK GM SMART KVM — nporpaMMHO-ynpaBngeMblii KOMMyTaTop
USB 1 HDMI nHTepderncos;
— 1 pa3béM HDMI (Bepcus 1.4b), KOMMyTUPYEMbIA MEXAY BbIHUCIUTENbHLIMU
Mooy NaMU Yyepes BCTPOeHHbIN KVM;
— 1 pa3bém Ethernet 10/100/1000 M6uT/C Ha KaXX40OM BbIMUCIUTENIBHOM MOAYIIE;
— WHTepdencol n yctpomnctaa ocCHOBHOro BM:
o 1 pa3bém DisplayPort;
O BCTPOEHHbIN LBETHON MOHUTOP C pa3pelwleHmnem 1280 x 720 nukcenen;
O BCTPOEHHasa UuBeTHas Buaeokamepa C paspeweHveM 1280 x 720
nukcenen;
o Hanuume TenedoHHOW TPYOKM CO BCTPOEHHBIM MUKPOPOHOM U
OVHAaMUNKOM;
o pa3beM ang noaknoyeHus TenedpoHHOM TpyoKu;
O KONMUYECTBO BCTPOEHHbIX ANHAMUKOB — 2, KaXXAbl MOLLHOCTbIO HE MEeHee
2 BT;
O KONMMUYECTBO BCTPOEHHbLIX MUKPODOHOB — 2;
o 1aypmopasbém 3.5 MM c nognepXKom MUKPOPOHHOIro BXOAa;
o WIiFi (802.11n/ac) mogynb ana oTaenbHbIX UCMONTHEHUIA;

11



(DyH KUMOHaNbHblIE XapaKTEPUCTUKIN

o NFC, Qi n RFI Mogynu onsa otoenbHbIX UCMOSTHEHUN;

— AMNMO3 cobonb Ana oTaefibHbIX MCNOSIHEHUA (BO3MOXHa YCTaHOBKa Ha
OCHOBHOM U gononHuTenbHoMm BM);

— 2 pasbema USB 2.0, 2 pasbema USB 3.0 (ocHoBHOM BM);

— 2 pasbema USB 3.0 (mononHuTenbHbln BM);

— 2 pa3sbema USB 2.0, nogkntoyeHHbIX Yepes BCTPOEeHHbIN KVM 1 KOMMyTupyeMbIx
MeXAyY BblYNCITUTENbHBIMM MOAYNAMU;

— nopaaepkka BHeLlHux nepexogHnkos ¢ USB Ha COM/LPT (cnncok COBMECTUMbIX
YCTPOWCTB NPEeAoCTaBnaeTcs rno 3anpocy);

— nopnep)Xka naccuBHbIX nepexogHnkoB ¢ HDMI Ha DVI (cnncok coBMeCTUMBbIX
YCTPOWCTB NPEeAoCTaBnaeTcs rno 3arnpocy);

— noaaepXka akTUBHbIX nepexoaHukos ¢ HDMI/DP Ha VGA (cnncok COBMECTUMbIX
YCTPOWNCTB NPEeAOoCTaBnaeTCs no 3arnpocy).

B GM-Box DUO peanusoBaHO ¢u3MyYeCKoe pasrpaHUYeHMEe OTKPbLITOroO M 3aKpbITOro
KOHTYpa KOPNOpPaTUBHOM CETU NOCPEACTBOM Pa3feNbHOro NOAKMAOYEHUS HE3AaBUCUMBbIX
BblYMCIIUTESNIbHBIX MOAOYyNen K CETEBbIM CErMEHTaM U C BO3MOXHOCTbIO MepeKsitoveHns
MEeXAYy HUMU NpK NOMOLLM BCTpoeHHoro annapaTtHoro KVM-nepekniodatens (Keyboard-
Video-Mouse).

K GM-Box Base n GM-Box DUO MoryT 6biTb NOAKIIOYEHDbI JTOKaNbHble coBMecTuMble USB
npuHTepbl. [logknioyeHne nokanbHoro npuHTepa K GM-Box DUO BbinonHgaeTtcs
nocpencteoM USB-nopTa, Nogknto4€HHOro K COOTBETCTBYIOLLEN MNaTe OTKPLITOro MUmn
3aKpPbITOro KOHTypa ycTpomnctea. [na paboTbl C NnokasibHbIM MPUHTEPOM HEOOXOOUMO
nogkntounte ero k USB-nopty nnatel GM-Box DUO cooTBeTCTBYlOWLEro CETEBOro
KOHTYypa.

1.1.2. GM WORKSPACE FACTORY

GM WORKSPACE FACTORY - cepBepHOe nporpamMMHoe obecneyeHune ans
LEeHTPaNM30BaHHOIrO yrnpaBfieHUs YCTPOWMCTBaMK, OOHOBNEHUS, MNpPOPUNMPOBaHUS,
MOHUTOPWHIA, XypHanupoBaHus U MacwTabupoBaHua. GM WORKSPACE FACTORY
MO3BOJNISIET CTPOUTb MaclTabupyeMble N1 OTKa30yCTOMYMBbBIE peLleHns 6e3 orpaHnyYeHus
rOPU3OHTaNIbHOro MacLWTabnpoBaHUS.

GM WORKSPACE FACTORY nopoepXuBaerT:

— BO3MOXHOCTb WHTerpauum co cnyx6amm katanoros (LDAD/MS Active
Directory);

— BO3MOXHOCTb LEHTPASIM30BaHHOIrO ynpaBfieHus Y4YETHbIMKA OaHHBIMU W
npodunamMu Nonb3oBaTenew;
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— BO3MOXHOCTb CO30aHUS U YMpaBfieHMs WabnoHaMn HacTpoek npodunen
nonb3oBaTenen C Uenbilo aBToMaTM3auum v peanmn3aumm bmusHec-CueHapueB
MCMNOJIb30BaHUA CUCTEMBI;

— BO3MOXXHOCTb LLEHTPASIM30BaHHOIO YMNPaBeHUS KITIMEHTCKUMU YCTPONCTBAMMU;

— aBTOMAaTU3aLUIO NEPBUYHON HACTPOWMKM YNPABASEMbIX YCTPOUCTB U YrNpoLLeHne
TUMOBbLIX 33a4ayY aAMUHUCTPUPOBaHUA Gnarogaps aBTOMATUYECKOW AeTeKuum
YCTPOWCTB, TPEOYIOWMX NPpOBEAEHMNE NEPBUYHON HACTPOMNKN N GOPMUPOBAHUS
CUEHapUEB KOMaHA ON HACTPOWKWY;

— BO3MOXHOCTb LIEHTPaNIM30BaHHOIO MOHUTOPUHIa COCTOSAHUA KITMEHTCKMUX
YCTPOWNCTB;

— BO3MOXXHOCTb YMPaBfEHUS PEXMMAMN PAOOTbl KITMEHTCKUX YCTPOWCTB C YY4ETOM
MX BO3MOXXHOCTEN U Npoduns nonb3oBatens (MOHOPEXUM, PEXUM «BUTPUHbDI»,
BED-PEXNM, FOCTEBOM PEXUM);

— BO3MOXHOCTb LEHTPANM30BaHHOrO OOHOBMNEHUA CUCTEMHOIMO MPOrpPaMMHOrO
obecneyeHms KIMEHTCKNX YCTPOWCTB;

— BO3MOXXHOCTb 3arpy3km cepTuPmKaToB Ha KIIMEHTCKMNE YCTPOMCTB3;

— BO3MOXXHOCTb YCTaHOBKM K HacTporku Smart Desktop npunoxenuin (SDApp) Ha
KIIMEHTCKME YCTPOWCTBA;

— BO3MOXHOCTb LEHTPAaNM30BaHHOIO XYPHarMPOBaHUA COBbLITUN C KIIMEHTCKUX
YCTPOWCTB;

— TOpPU3OHTaNbHOE MaclTabupoBaHME, MNOCTPOEHUE PELUEHUNA  BbICOKOM
AOCTYMHOCTU ¢ 6anaHCUPOBKOW Harpy3Ku;

— BO3MOXXHOCTb MHTErPaLmm C KOPropaTUBHbIMU CEPBUCAMM.

1.1.3. MporpamMMHoe obecnevyeHmne KIIMEeHTCKUX yctponcts GM-
Box

MporpammMHoe obecnedyeHne GM CORE KIT npepnyctaHoBneHo (C BO3MOXHOCTbIO
OOHOBNEHUSA 0,0 HOBbIX BEPCUI) Ha KNMeHTCckne yctponctea GM-Box. BctpoeHHoe MO GM
CORE KIT yctaHaBnuBaeTcsa Ha ycTponctea GM-Box mogundukaumm BASE n DUO.

GM CORE KIT obecneyuBaerT:

— BO3MOXHOCTb MOOYEPEOQHOro WUCMONb30BaHUA OOHOrO YCTPOMCTBA Pa3HbIMU
COTPYOHMKAMU B JIIOOOM N3 NOJAEPXKMBAEMBIX PEXUMOB (C YY4ETOM HACTPOEK
npodunsa nonb3oBaTens):

BEO-pexmm;

TepMuHanbHbiv nnn VDI pexunmM;

pexnM «BUTpuHbl»;

O O O O

rOCTEBOW PEXUM.
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— BO3MOXHOCTb UCMOJSIb30BaHNSA KOMMyHUKaUMoHHbIX VVOIP (Video & Voice over
IP) cepBucoB Ha 6a3e npoTtokona SIP;

— B3anMopgemncTeme ¢ MobunbHbIM NpunoxeHnem GM Mobile Assistant;

— paboTty B ceTeBou cpepe Ethernet;

— paborty B cetn Wi-Fi;

— paboty B ceTn 4G/LTE;

— BO3MOXHOCTb BbIBOAA U300paXeHUs Ha ABa MOHUTOPA;

— nopaepxky npotokona LDAP, Bkntoyasa Microsoft Active Directory;

— BO3MOXXHOCTb 3anycKa yCTaHOBMEHHbIX SDApp NpunoxeHun;

— NOAOEPXKY COOCTBEHHbIX CPEeACTB LEHTPanM30BaHHOIO YMpaBneHUs W
MOHUTOPWHIra COCTOSHUS YCTPOWCTB, BXOOUT B KOMMOHEHTY cepBepa
ynpasneHus;

— NoAaAep)XKy COOBCTBEHHbIX CPeACTB LIEeHTPanNnM30BaHHOrO MOHUTOPWHIA COBbITUM
MHOOPMaLMOHHO 6e30MacHOCTU, BXOAUT B KOMIMOHEHTY CepBepa yrpaBrieHus;

—  noaAepXKy COOCTBEHHbIX NOKanbHbIX CPEeACTB ANAarHOCTUKY;

— NoaAepXXKy aBTOMaTU3NPOBAHHOW MEPBUYHOW MHULMANM3aunm Npu yoanéHHOM
AOCTYyne.

1.1.4. MporpaMMHoe obecrnedyeHmne KIIMEHTCKUX YCTPOMNCTB Ha
6a3e yCTPOMNCTB CTOPOHHUX NPOU3BOAUTENEN

[nsa BKNOYEHUS YCTPOMNCTB CTOPOHHUX NMpou3BoauTenen B coctas nnatdopmbl GM Smart
System, Ha HUX AOMKHO BbITb YCTaHOBMEHa nMporpaMMHoe obecnedyeHne GM FACTORY
3rd PARTY KIT!. TunoBaa cxemMa NPUMEHEHUSA YCTPOWCTB CTOPOHHUX MPOU3BOAUTENEN B
akocucteme GM Smart System npuBegeHa HMxe.

1 TpeboBaHus k yctaHoBke GM FACTORY 3rd PARTY KIT nOCTOAHHO akTyann3npytoTca v 4OCTYMNHbI MO 3anpocy.
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VDI un YHudpuumposaHHblie
TepPMUHanbHble KOMMYHMKaUnm
cepsepbl

VolP

v
Cnyx6a KkaTanoros BKC
(LDAP/MS AD)
Y

UpeHTudumkaums n
‘ayTeHTUdMKaums

Y MNK/TK

GMWorkspace | [ GM 3RD PARTY KIT
Factory
YnpasneHue n 1] 4.
VHTerpauus oc .PE,QOC 'ﬂ,@ @@
CyuwiecTByiowas KoMnoHeHTbl nnat¢opmb! YcTponcTBa CTOPOHHNUX
UHOpacTpyKTypa GM Smart System npoussoguTenemn

Tunosas cxema skocuctembl GM SS ¢ yCTporicTBaMu CTOPOHHUX MPOU3BOANTESIEN

MporpamMHoe obecneveHne GM FACTORY 3rd PARTY KIT obecneunBaeT cnepytowimm
dyHKUMOHanN:

— eauvHbIv Npodunb Nonb3oBaTensa ana Bcen skocuctemol GM SS, He3aBucMMO oT
YCTPOWCTBa;

— eOWHbI MEXaHMU3M aOMUHUCTPUPOBAHUSA W  3KCrslyaTaumm YCTPOMCTB B
akocucrteme GM SS;

— BO3MOXHOCTb MOOYEPEONHOro WUCMONb30BaHUS OAHOrNO YCTPOMCTBA Pa3HbIMU
COTPYAHUKaMU B NOOOM M3 MOOOEPKMBAEMBIX PEXMMOB (C Y4ETOM HACTpPOEK
npodunsa nonb3oBaTens):

o BeDb-pexunmMm;

o TepMuHanbHbIV unn VDI pexumM;
O PeXuM «BUTpUHDbI»;

O TrOCTEBOW PEXUM.

— paboTy B ceTeBomn cpepne Ethernet;

— paborty B cetn Wi-Fi;

— BO3MOXHOCTb BbIBOAA U300paXeHUs Ha ABa MOHUTOPA;

— noppepxky npotokosna LDAP, Bkntoyasa Microsoft Active Directory;

— BO3MOXXHOCTb 3anycKa yCTaHOBMEeHHbIX SDApp NpunoxeHun;

— NOAOEPXKY COOCTBEHHbIX CPEeACTB LEHTPannU30BaHHOIO YMpaBneHUs W
MOHUTOPWHIra COCTOSHUS YCTPOWCTB, BXOOUT B KOMMOHEHTY cepBepa
ynpasneHus;

— NoAaAep)XKy COBCTBEHHbIX CPeACTB LIEeHTPannM30BaHHOrO MOHUTOPWUHIA COBbITUM
MHOOPMaLMOHHO 6e30MacHOCTU, BXOAUT B KOMIMOHEHTY CepBepa yrpaBrieHus;
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—  MoAAep)XKy COBCTBEHHbIX JTOKasbHbIX CPEACTB ANArHOCTUKN;
—  MoOAEPXKY aBTOMAaTU3UPOBAHHOM MEPBUYHON UHULIMANU3aLUMKM Npy yoanéHHOM
goctyne.

1.15. Moppepxka TepMUHANIbHOrO A0CTyna

BctpoeHHoe MO nopaepxusaet cneaytowme VDI KnneHTbl u NpOTOKONbI:

— VDI SPACE, npotokonbl SPICE, RDP;

— VDI BASIS, npotokonbl SPICE, RDP, RX?

— VDI Veil, npotokonbl SPICE, RDP;

— VDI Tepmupgeck, npotokosibl SPICE, RDP;

— Citrix, npotokonbi: HDX, ICA;

— Microsoft, npotokonbl: RDP, RemoteFX;

— VMware, npotokonsl PColP, Blast Extreme;
— Huawei, npotokon: HDP;

— TwoHnwukc, Ckana-P, npotokon RDP3;

— Topwu3oHT-BC, npotokonsl: Spice, VNC.

MpumeyaHue: coMecTnMblie Bepcun VDI npuBepeHbl B TpeboBaHUax K MHOPACTPYKType,
a Takke akTyanusmpyotca B MHPOPMALMOHHBIX BlonneTeHsax O HOBbIX Bbinyckax 1O
(release notes).

anIMe‘-IaHVIeI BO3MOXXHOCTb BCTpanBaHUA OOMOJTHUTESIbHbIX KITMEHTOB VDI n NPOTOKO10B
YTOYHAETCA MO 3anpocCy.

1.1.6. Peannsaumsa cnoco6oB Bxoaa B CUCTEMY

BcTpoeHHoe no peanusyeTt pasnu4yHble Cnocobbl
naeHTudukaunm/ayTeHTudmKaumm/asTopmsanimm nosib3oBaTens, a UMEHHO:

— unpgeHTMdmKaumoo/ayTeHTUPMKauno/aBTopmn3aumio C UCMOSIb30BaHMEM NOrvHa
M napons;

— unaeHTndukauumio ¢ ncnonbzosaHnem USB-TokeHa;

—  MAEHTMOUKALMIO C NCMOSTb30BaHMEM BECKOHTAKTHOM KapThbl;

—  MAEHTMOUKALMIO C NCMOSTb30BaHMEM CMapPT-KapT, Yepe3 BHelwwHne USB-puaepbl
CMapT-KapT;

2 Moaaep>kka 3annaHmpoBaHa Ans 6yaywmx pennsos SDApp BASIS.
3 Ycrapesuwue cpeabl VDI, noaaep>kka 1 passutue B HOBbIX Bepcusx MO He npeaycMOTpeHo.
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naeHTUdUKaumio/ayTeHTUPMKaLMIO C MCnonb3oBaHKUEM cMapTdoHa (Phone-as-
a-token) Ha 6ase Android wnu iOS. Ons mpeHTudurkaumm/aytTeHTUGUKaLnm
HeobxogmMo 3arpy3mTb u3 AppStore unn Google Play Ha cmapTdoH
npunoxeHne GM MOBILE ASSISTANT;

obecrneumBaeT BO3MOXHOCTb CKBO3HOW ayTeHTuduKaumm nosnb3oBaTens B
nomeHe Microsoft Active Directory/LDAP.

1.1.7. NMopopepxka aBToMaTU4ECKNX TeNePOHHbIX CTaHLUIA

BcTtpoeHHoe MO paboTtaeT co cnegytowmmmn ATC:

ATC, coBMmecTumMble ¢ SIP npoTtokonom (RFC 3261);
Communigate Pro;

Eltex;

MpoTten;

Cisco UCM;

Avaya

Asterisk;

Elastix;

Huawei;

Freeswitch.

1.1.8. Peanusauunsa ¢pyHKLMIA YHUOULMPOBAHHbIX

KOMMYHUKaLLNI

BctpoeHHoe T1O obecneumBaeT crnefylowme BO3MOXHOCTU  YHUPULMPOBAHHbIX
KOMMYHUKaUUNN:

nopoepxwuBaet npotokon SIP gna ocywectBneHus TenedoHHbIX Bbi30OBOB
(ronocoBbIX BbI3OBOB);

noanepXKa ayamokoHdepeHumi;

nopnepxueaeT Bugeokoaek H.264 ons BbiNnoONHEHNS BUAEO3BOHKOB;
obecrneymBaeT BO3MOXHOCTb MOCTAaHOBKW 3BOHKA Ha yAEPXaHUE;
obecrneymBaeT BO3MOXHOCTb NepeBOAOB 3BOHKOB Ha APYrux abOHEHTOB;
obecrneymBaeT BO3MOXHOCTb MOBTOPHOIo Habopa HOMepPa;

obecrneymBaeT BO3MOXHOCTb XPaHEHNS UCTOPUN 3BOHKOB;

obecrneymBaeT BO3MOXHOCTb YBEAOMIIEHNI O NPOMYLLEHHbIX BbI30BaX;
nopnepXuBaeT paboTy C cepBMCaMM FOSTOCOBOM MOYTbI;

CUHXPOHM3ALUUA KOHTAKTOB afpeCcHOM KHUrM C KopropatmBHbiM LDAP/AD
KaTanorom.
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1.1.9. Ob6ecneyeHne paboTbl B ABYXKOHTYPHOM CETU

BctpoeHHoe O B mMogundpukaumm GM-Box DUO pononHutenbHo obecneymBaeT
cnepyowyio GyHKUNOHANBbHOCTb:

— noAafep)X1BaeT paboTy B ABYX HE3AaBUCUMbIX KOHTYpPaX CeTU;
— NOAJEPXMBAET  BCTPOEHHbIA  amnapaTtHbin  KVM-nepeknioyaTtens  ons
NnepekKstoYeHNS MOHUTOPA, ayamoBbixona n USB-yCTponcTB Mexay KOHTYpaMMu.

Tunoeas cxema npumeHeHnss GM-Box DUO pgna paboTbl B OBYXKOHTYPHOM CeTU
rnpuBeneHa HMxXe:

LOA KoMnaHuu: "OTKpbITbIA cerMeHT" UOA KoMnaHum: "3almLLEHHbIR cerMeHT"
»| AD/LDAP [ AD/LDAP [

CepsepHas MHbpacTpykTypa CepsepHasi HbpacTpyKTypa

1 ¥

VoI GM Workspace | VDI GM Workspace |
Factory i Factory
T T T
1 1 1
1 1 1
L] b L}
1 ! 1 1
1 ! ! 1
y VocevLaN ' H ;
1 1
T T
1 JIBCOC | L 1
I  Wkecccccame= iy | [Py J
v N, W r
................... eYH h
1y il
. T L M
’ Ethernet I ; [ Ethernet I
i BluMCAUTEnbHBIA BblumcnuTenbHbIn
moayns 1 I Moay”ns 2
I USB, HDMI ] I USB, HDMI ]
GM Smart KVM
GM-BoxDUQ  —
=
MoHuTop,
Knasuarypa,
MbiLUb

Turiosas cxema ripumeHerHnss GM-Box DUQO B 4BYyXKOHTYPHOU ceTv

1.1.10. O6b6ecneyeHune PpyHKLNA MHOOPMALMOHHOM
6e3onacHoCTH
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Mpn nopkniovyeHnn K MHOPACTPyKType opraHusaummn peweHue «feTtMobuTt» B NOnHOM
Mepe uCnonb3yeT CywecTBylowme UHPOPMAUUOHHbIE CUCTEMbI  OpraHM3auumu:
BUPTYalnbHYIO MHPPACTPYKTYpy padoumx mect (VDI), IP-tenedpoHuio (VolP), cuctemsl
Bnaeo-koHdpepeHu-ceasn (BKC) no npotokony SIP, cpenctBa kpuntorpadpuyeckon
3awnTbl HGopMauum. CuctemMa [OonNyCckaeTcs K UCMOSIb30BaHMIO B 3HAYMMbIX OBbeKkTax
KpUTU4YeCckorn WHPOPMaALMOHHOM UWHOPACTPYKTYpbl A0 1 KaTeropum 3HAYMMOCTH,
yAOBNETBOPSET NpuMBEOEHHbIM B cooTBeTCTBYOWMX npukaszax ®CTIK Poccum n ©Cb
Poccuun TpeboBaHuaM, He TpebyeT npoBeneHns AOMOSTHUTENbHBIX CEPTUDUKALMOHHDBIX
NCMbITAHUIA NN JOMOSTHUTENbHbBIX AOPaboTOoK.*

GM SMART SYSTEM obecneunBaeT cnegyoLyio GyHKUNOHANBHOCTb:

—  OANng KNMeHTCcKnx yctponcts GM Box:

O HEBO3MOXHOCTb pocTtyna B BIOS Ha yctponctBax (Bxom B BIOS
ycTpoiicTBa GM-Box 3a610KknpoBaH);

O HEBO3MOXHOCTb BHECEHUS U3MEHEHUN MOJSib30BaTeNleM B HaCTPOWKMU
CUCTEMDI;

O HEBO3MOXHOCTb  3arpy3km C  BHEWHUX  YCTPOWCTB, BblibOpa
nocnenoBaTenbHOCTU U PEXMMOB 3arpy3Ku;

O HEBO3MOXHOCTb Nepe3sanucaTtb BCTpoeHHoe MO nokanbHo;

O HEBO3MOXHOCTb YCTaHOBKMW Monb3oBaTeneM ctopoHHero N0;

— [nga Bcex ynpaBngeMbix B akocnucteme GM SS yctpoincts®:

O BO3MOXHOCTb LIEHTPaNIN30BaHHOro 06HOBNEHMS, BCTpoeHHoro NO;

O BO3MOXHOCTb nocTpoeHune TLS TyHHens ¢ npuMeHeHMeM anropuTMoB
NTOCT pna nepepaun Tpadumka ot ycTpomctBa GM-Box po
MHPOPMaALIMOHHOM UHPPACTPYKTYPbI;

O BO3MOXHOCTb nocTtpoeHusas VPN  TyHHenem C  nNpuUMeHeHMeM
npepyctaHoBneHHbiX knneHToB VIPNET, OpenVPN;

O BO3MOXHOCTb MOOK/IOYEHUS K CEPBEPY YMpaBfieHUs MO MPOTOKONy
HTTPS (TLS);

O BO3MOXHOCTb coeauHeHusa ¢ VDI-6pokepom no npotokony HTTPS (npwu
Hanuunun peanusaummn GyHKLMoHana 6pokepoM u VDI knueHToMm);

O BO3MOXHOCTb Nepeaaym ronocoBoro Tpaduka B otaenbHblin VLAN (LLDP,
CDP);

4 Mo 3anpocy, MOXeT BbITb MNPeAOCTaBAEHa aKTyalbHas aHAIMTUUYECKas 3anmcka no BONpPocam MpPUMEHUMOCTU
GM SS B WHPOPMALMOHHBLIX CUCTEMAX B 3aBUCMMOCTU OT MpeabsBAseMblx TpeboBaHWA MHOOPMALMOHHOM
6e3onacHOCTL.

> lNs yCTPOMCTB CTOPOHHMX MPOW3BOAMUTENEN BOZMOXHO UCMO/Ib30BaHME AOMOAHUTENbHbBIX HANOXKEHHbIX CPEACTB
C Le/Ibio JOCTUXEHUSA OTAE/bHbIX BO3MOXHOCTEW
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1.1.11.

ynpasneHne npodunamMm mnosib30BaTeNa 4Yepes3 LEHTParn30BaHHYIO
CUCTEMY YMpaBfeHNS;

HEBO3MOXXHOCTb M3MEHEHMUS MOJIb30BATESIEM HAaCTPOEK CBOEro npodwuns
M NPOM3BOJIbHOIO BbibOpa pexmMa padboTbl;

BO3MOXHOCTb ynpasneHus DOCTYNHOCTbIO USB-nopToB ons
nonb3oBatena Ha ycTponctee GM-Box uepes uUeHTpanmM3oBaHHYIO
CUCTEMY yrpaBneHus;

BO3MOXXHOCTb OJIOKUPOBAaHUS JIOKANbHbIX N3MEHEHWUIN CETEBbLIX HAaCTPOeK
Ha YCTPOMNCTBE Yepe3 LLIEHTPANIM30BaHHYIO CUCTEMY YIMPaBEHUS;
BO3MOXHOCTb CO34aHUA OOMNONHUTESNbHbLIX POSien N rmMbKom HaCTPOWMKU
NONUTUK OOCTyNa ons agMUHUCTPUPOBAHUA CUCTEMbI YNPaBIieHUS;
CUHXPOHM3aLMs NOJSIb30BaTENEN C KOPNOPaTUBHOM CIy)XOOM KaTanoros
LDAP/MS AD;

CUHXPOHM3aUMs pa3HbiX ponen nonb3oBaTtenen (agMUHUCTPATOPOB) C
rpynnamum un yd4éTtHbiMm 3anucamm B LDAP/MS AD;

cepBep YyMNpaBfieHU HE XPaHUT Maponu Mosib3oBaTenien npu
CUHXPOHU3aLMKM ¢ KopriopaTueHbiM LDAP/MS AD;

BO3MOXXHOCTb NnoonepPXKu DOMEHHOM ayTeHTudukaumm ons
nonb3oBaTenen KIIMEHTCKNX YCTPOWCTB;

BO3MOXHOCTb noanepXKu DOMEHHON ayTeHTudukKaumm ons
nonb3osaTtenen (aoMUHUCTPATOPOB) CEpPBEPaA yNpaBneHNUs;
BO3MOXHOCTb MONy4YyeHMa uHOpMaUMM O CTaTyCce KOHKPETHOro
BblYMCNIUTENBHOrO Mopynsa ycTtponctBa GM-Box (GM-Box BASE - 1
Bbl4MCAUTENBHbIN MoayNb, GM-Box DUQO — 2 BbIMUCNUTENbHbIN MOAYIb);
HEBO3MO)XHOCTb NPOM3BOJIbHOIO YOANIEHHOIO JOCTYNa K ycTponcTBy GM-
Box (npoTokonbl yganéHHOro AOCTyrna Mo YMOSYaHUIO OTKIIOYEHbI U
MOryT OblTb BPEMEHHO 3anyLleHbl TOSIbKO MO KOMaHAe agMUHUCTpaTopa
CUCTEMbI YNpaBneHus);

BO3MOXXHOCTb MPOCMOTPA Ha CepBEPE YNPaBEHUS XypHana cobbITU C
YCTPOWCTBa;

BO3MOXXHOCTb 3KCMOPTA JIOrOB B CTOPOHHUE CUCTEMbI MO NPOTOKOIY;
BO3MOXHOCTb YMpaBfiEHUs MNepe3arpy3kon, BbIKITKOYEHUEM YCTPOWCTB,
NPUHYOUTENbHbIM 3aBEPLUEHNEM CECCUM MNONb30BaTENS;

BO3MOXHOCTb YCTaHOBKM WU ucnonb3oBaHua AlNMO3 (noBepeHHas
3arpyska oOT 3anycka MukpornporpamMmbl BIOS po Hadana 3arpysku
OonepaLMOHHOMN CUCTEMbI Ha MNaTe BbIYNUCIIUTENBHOrO MOAYN).

PoneBas moaenb
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GM Workspace Factory nossongeTt peanusoBaTb rmokyo poneByo Mmogens. Ponun
NCMONb3YIOTCS AN OrpaHnNYeHns NpaB JOCTyna Nnonb3oBaTenemn K pasgenam Beb-
KOHconu. HampuMep, KOHKPETHOM POSsiM MOXHO pa3peLlunTb MPOCMOTP CrMCKa
YCTPOWCTB, HO OTKJ/IIOYUTb BO3MOXHOCTb OTMPaBNSATb 3aJaHMS Ha yrnpaBriseMble
yCTPOMCTBA.

Co3paBartb, penakTmnpoBatb WM yaoandatb posiM MOXET agMUHUCTPaTop C
COOTBETCTBYIOLW MU MpaBaMN.

Mo yMon4yaHuio AOCTYMHbl CNeAyoLNE CUCTEMHbIE POSIU:

— USER - y4yéTHas 3anncb C OrpaHMYeHHbIMU MpaBaMKy, WUCMNOJIb3yeTcd aJis
ayTeHTMdUKauumM nosnb3oBaTesien Ha ynpaBnseMbiX YCTPOWCTBAX;

— ADMIN - y4yéTHag 3anucb, KOTOpas UCNOoNb3yeTca ang agMuHUCTpuposanma CY,
Mo3BONSET yNpaBnaTb NPoduUnaMm nonb3oBaTenem n yCTpoucTs;

— SECURITY - y4yéTHaga 3anucb, NO3BONSET ynpaBnaTb NpodunsaMm CoTpyaHUKOB
otaena 6e30MacHOCTM M co3paBaTbh 3af4aHUa C KOMaHOAMMU, paspeléHHbIMU
SUPER_ADMIN;

— SUPER_ADMIN - y4yéTHas 3anmcb C MakCMMaribHbIMU NpPaBaMn, UMeeT AOCTYN KO
Bcen PyHkumoHanbHoctn CY, BKJlOMag BO3MOXHOCTb CO30aHUA W
penakTUpPOBaHMUSA KOMaHA,

1.1.12. A3bikoBas nogaepxka
GM SMART SYSTEM obGecneuynBaeT crnenyoLLyto A3blIKOBYIO NOAOEPKKY:

— B KayecTBe OCHOBHOro 43blka B3aMMOAENCTBUA C  MOJSIb3OBaTENIMU
ncnonb3yeTca pycckuim a3bik. padunuecknin nHrepdenc GM SMART SYSTEM
peann3oBaH Ha PYyCCKOM A3bIKE;

— B GM SMART SYSTEM npepycMOTpeHa BO3MOXHOCTb B3aUMOAEWNCTBUSA C
MoNb30BaTENIEM HA aHINIMMCKOM a3bIKe.

1.2. TpeboBaHusa K UHOpPACTPYKTYype

Onsa nonHoueHHoro gpyHkumoHmnpoBaHmas GM SMART SYSTEM fomkHbl 6biTb BbIMOSTHEHDI
TpeboBaHua K MHPpACTpPyKType. TpeboBaHUa K MHGPACTPYKTYpPE ONUCaHbl B OTAEIbHOM
DoKyMeHTe: «TpeboBaHUa K MHPPACTPYKTypeE».
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